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'January)22, 2009 -

Marlene H. Dortch, Secretary

Office of the Secretary

Federal Communications Commission
445 12" Street, SW

Suite TW-A325

Washington, D.C. 20554

RE: EB Docket No. 06-36
. Annu_al CPNI Certification for Year 2008

Dear Ms. Dorich:

——— ——— - -

- IELECOMMUNICATIONS
m COMMUNICATIONS INC.

| ~ Received & Inspected
FEB ~4 2009
FCC Mail Room -

In accordanee with- Public Notice DA 09-8, issued on January 7, 2009, attached is the annual 7

Telecommunications Coop; Assn., Inc.

Sincerely,

John Tofmoehlen
GM/CEO

Attachment

cc: Best Copy and Printing, Inc.
445 12" Street .
- Suite CY-B402
Washington, D.C, 20554

CPNI certlt"catlon filing for the year of 2008 pursuant to 47 C.F.R§ 64 2009(0) for Valley

No. of Coples rec’d 0’ f ﬁ
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,l F{eceivéd__& Inspected
_ FEB -4 2009
_ FCC Mail Room

 Annual 47 CT-K. § 64.2009(e).CPNI Certification
) . -- EBDocket 06-36

. Annual 64,2009(e) CPNI Certification for: 2008

Date filed: January 22, 2009

Name of company(s) covered by this certification: Valley- Telecommunicat(ons Coop. Assn Inc.
Form 499 Filer ID: 801 177

Name of signatory: John Tormoehlen

s . , certify that I am an officer of the company named above )
and acting:#$ an agént of'the comﬁﬁ‘ﬁs&t I hdve personal knowledge that the company has established operating
procedures that aresadequate to'ensre complrance wrt]ithe Commission’s CPNI rules See 47 CF.R. § 64.2001 et

. s&g,

- Attached to this cerhﬁcatron isan accomﬁanymg statement explaining how the company’s procedures
ensure that the’company is in.compliance w1th the requirements set forth in sectron 64.2001 et seq of the ’

’ Comnusalon s rules.

The company has not taken any act_icns (proceedmgs mstltuted or pentrons filed by a company at either
state commrssmns ‘the-court system, of at the Commission against data brokers) against data brokers in the past
yedr, Trthe Company obtains any information- with respect o the processas pretexters ate using to attempt to access

CPNI, it will-report that mformatlon along wrth whatsteps the Company is taking to protcct CPNI.

" The company has not recerved any customer comp]amts in the past year concermng the unauthonzcd
release .of CPNI. : S .

'Atfachment ' - - -




Customer Proprietary Network Information (CPNI) Received & Inspected
Documentation of Operating Procedures

for FEB ~4 2009
Valley Telecommunications Coop. Assn., Inc .
PO Box 7 - 102 Main St § FCC Mail Room

Herreid SD 57632-0007

Valley Telecommunications Coop. Assa., Inc. (“Valley”) has appointed a CPNI Compliance
_ Officer as a central point of contact for employees, customers and any others with questions
" about Valley’s CPNI responsibilities. This individual will frain employees and maintain and
secure Valley’s CPNI files. All marketing and sales campaigns will be reviewed and
approved by the CPNI Compliance Officer.

Valley trains employees on the CPNI rules on an annual basis. New employees that have
access to CPNI are frained when hired. The training includes, but is not limited to, when
i " employees are and are not authorized to use CPNI, and the authentication methods the
company is using, Employees are instructed that if they ever have any questions regarding
- the use of CPNI, they should contact the CPNI Compliance Officer. After training,
| employees sign a certification that they have been trained, and the certification is retained in
| Valley’s files.

Valley has established disciplinary procedures for violations and for improper use of CPNIL
The disciplinary procedures are discussed with employees so that they understand the
process.

Valley authenticates all customers. For in-office visits, Valley requires a valid photo ID. For
a customer initiated call, Valley requires a password that is not based on readily available
biographical or account information. If the customer forgets the password, Valley re-
authenticates the customer without the use of readily available biographical or account
-information and establishes a new password for the customer. If the customer is calling
about call detail, and cannot provide the password, Valley authenticates them by calling the
-customer back at the telephone number of record. If the customer is not at the telephone
number of record, Valley takes down the question and mails the customer a letter to the
address of record with the information they requested.

e Valley has a process in place for handling breaches, which includes notification to the USSS
and FBI, and notification to the affected customers and/or public. The company maintains a
record of any breach that includes the date of discovery and notification, a detailed
description of the CPNI that was the subject of the breach, and the circumstances of the
breach., An explanation of any action taken against data brokers and a summary of all
customer complaints will be included in the annual certification that is filed with the FCC.
Records of breaches will be kept for a minimum of two years.




Since Valley uses the opt-out method, it provides CPNI notification, along with the request to
use CPNI, to customers every two years. If any customers have previously opted out, Valley
does not send the notification again since the customer’s denial to use CPNI is valid until the
customer makes a change. The company will provide written notice, within five business
days, to the FCC of any instance where the opt-out mechanisms do not work properly.

Customer account records clearly show the approval/denial status for the account prior to the
use of CPNI. Catalog code of CPNIOU and a general service order has been setup that when
closed will show up in customer service records & a bold red opt out will appear on the

* customers screen along with an icon in the alerts column.

' Valley retains CPNI notification and approval records for a minimum of two years,

. Valley Telecommunications Coop. Assn., Inc has established a process for maintaining a
“ record of any marketing campaign of its own or its affiliates that use customers® CPNI.
- These records are maintained for a minimum of one year.

 Valley Telecommunications Coop. Assn., Inc has established a supervisory review process
for any outbound marketing efforts to ensure that supervisory approval has been obtained for
any proposed outhound marketing.

Valley Telecommunications Coop. Assn., Inc will not provide CPNI to third parties,
including joint venture partners and independent contractors, without the customer’s approval
via the opt-in process.

Valley employees that have access to CPNI are provided with a manual for their reference to
be used whenever they have questions or need clarification regarding CPNI. If the employee
still has questions or needs further clarification after reviewing the manual, the employee is
instructed to contact the CPNI Compliance Officer.
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